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Abstract: This research addresses the escalating excelling in scenarios involving face-masked
concerns surrounding deepfake technology, an Al- subjects.Experimental  results ~ showcase  the
driven method for generating synthetic media that remarkable accuracy of the proposed model in
can propagate false narratives and enable various detecting deepfake videos with face masks,
forms of digital manipulation. The ubiquity of face underscoring its potential as an effective
masks, exacerbated by the COVID-19 pandemic, has countermeasure. The study advocates for continued
exacerbated the challenges of detecting deepfake research to enhance detection  capabilities,
videos, necessitating advanced detection recognizing the evolving nature of deepfake threats
methodologies.To address this gap, the project and the need for adaptive solutions. Key terms
introduces the Deepfake Face Mask Dataset include Inception ResNetV2, VGG19, CNN, and
(DFFMD), a specialized dataset aimed at training Xception, highlighting the utilization of advanced
detection models to identify deepfake content architectures in the pursuit of robust deepfake
featuring individuals wearing face masks. Leveraging detection.

an innovative approach, the study employs an

. . . . Index Terms: Deepfake, deep learning, CNN,
Inception-ResNet-v2  architecture,  incorporating

. . . generation, detection, fake videos, neural network,
preprocessing stages, feature-based analysis, residual

. o . mask, face mask.
connections, and batch normalization. This
sophisticated model surpasses conventional methods

such as InceptionResNetV2 and VGG19, particularly
Page | 551

Index in Cosmos

May 2024, Volume 14, ISSUE 2
UGC Approved Journal


http://www.pragatipublication.com/
mailto:srujan9032@gmail.com
mailto:khasimbanagani@gmail.com

e

International journal of basic and applied research

www.pragatipublication.com

ISSN 2249-3352 (P) 2278-0505 (E)

Cosmos Impact Factor-5.86

1. INTRODUCTION

The rapid advancement of technology in recent years
has led to the proliferation of computer-generated
editing programs, revolutionizing the synthesis and
modification of media content. With this growth,
however, comes the alarming potential for the spread
of  misinformation, particularly  through the
emergence of deepfake technology. Deepfake, a term
derived from "deep learning" and "fake," refers to a
sophisticated method that utilizes deep learning
algorithms to create fake videos, manipulate existing
videos, or even synthesize speech to mimic
someone's voice. This technology poses significant
risks, as it can be exploited for malicious purposes
such as spreading fake news and disseminating false

or harmful information.

Since its emergence in 2017, deepfake technology
has garnered widespread attention from both the
research community and the general public due to its
potential to deceive and manipulate. Detecting
deepfakes has thus become a pressing challenge,
prompting researchers to explore various machine
learning techniques and methodologies to counter this
These

approaches, ranging from facial analysis to the

threat. efforts have spanned multiple
examination of specific regions such as eyes and lip
movements, as well as the development of novel deep

learning architectures.
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In the current landscape, there is a plethora of
deepfake tools readily available to the public, many
of which are free, open-source, and accompanied by
ample learning resources. Among the most prominent
[11, [21,
DeepFaceLab [3], and DFaker [4]. These tools

operate by swapping the source person's face with the

tools are Faceswap Faceswap-GAN

target face, effectively creating a new video with the
actions of the source individual but featuring the face
The

produced by these tools present a significant

of the target individual. resulting videos
challenge for human observers, as they are often

indistinguishable from genuine footage [5].

The widespread availability and accessibility of
deepfake tools underscore the urgent need for
effective detection methods to mitigate the potential
harms associated with their misuse. This introduction
provides an overview of the escalating concerns
surrounding deepfake technology, highlighting its
implications for misinformation dissemination and
the ongoing efforts to develop detection strategies. In
the subsequent sections, we will delve deeper into the
various approaches and techniques employed in the
detection of deepfakes, examining both the progress
made thus far and the challenges that lie ahead.
Through a comprehensive exploration of the current
landscape, this paper aims to contribute to the
ongoing discourse on deepfake detection and its

implications for society.
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2. LITERATURE SURVEY

The proliferation of Deepfake technology has raised
significant concerns regarding the potential for
misinformation, manipulation, and privacy violations.
In response, researchers have conducted extensive
investigations into various methodologies for
detecting and mitigating the impact of Deepfakes.
This

comprehensive overview of the research landscape in

literature survey aims to provide a
Deepfake detection, highlighting key methodologies,
datasets, and challenges encountered in this rapidly

evolving field.

The availability of high-quality datasets plays a
crucial role in the development and evaluation of
Deepfake detection algorithms. Several benchmark
datasets have been introduced to facilitate research in
this area. Notable examples include the Deepfake
Detection Challenge (DFDC) Preview Dataset [14],
which consists of thousands of videos containing
both authentic and manipulated content. Similarly,
the WildDeepfake dataset [16] provides a challenging
real-world dataset for evaluating Deepfake detection
algorithms under diverse conditions. Additionally,
datasets such as Celeb-DF [18] and FaceForensics
[27] have been widely utilized for training and

evaluating Deepfake detection models.

Researchers have employed a variety of

methodologies to detect Deepfake content, ranging

from traditional image processing techniques to
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advanced deep learning algorithms. One common
approach involves analyzing temporal inconsistencies
in videos, such as unnatural facial movements or lip-
sync errors [22]. Convolutional neural networks
(CNNs) have emerged as a popular choice for
Deepfake detection due to their ability to extract
spatial features from images and videos [17].
Techniques such as frame-level analysis, optical flow
estimation, and attention mechanisms have been
into CNN architectures to

integrated improve

detection accuracy [22].

In addition to CNNSs, recurrent neural networks
(RNNs) have been applied to model temporal
dependencies in video sequences, enabling the
detection of subtle anomalies indicative of Deepfake
manipulation [17]. Generative adversarial networks
(GANSs), which are commonly used to generate
Deepfake content, have also been leveraged for
detection purposes. Adversarial training, where a
detection model is trained alongside a GAN to
distinguish between real and fake videos, has shown
promising results in improving detection robustness

[26].

Despite significant progress in Deepfake detection
research, several challenges remain to be addressed.
One major challenge is the rapid evolution of
Deepfake technology, which continually introduces
new techniques and countermeasures to evade

detection [11]. Additionally, the availability of open-
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source Deepfake tools and datasets has lowered the
barrier to entry for malicious actors, increasing the
prevalence of Deepfake content on the internet [1].
As a result, there is a pressing need for more robust
and scalable detection algorithms that can adapt to

evolving threats.

Furthermore, the ethical and legal implications of
Deepfake detection pose complex challenges for
researchers and policymakers. Issues such as privacy
rights, freedom of expression, and the potential for
algorithmic bias must be carefully considered in the
development and deployment of Deepfake detection
systems [11]. Moreover, the lack of standardized
evaluation metrics and benchmarks makes it difficult
to compare the performance of different detection
algorithms [17]. Addressing these challenges will
collaboration  between

require interdisciplinary

researchers, policymakers, and industry stakeholders.

In conclusion, the detection and mitigation of
Deepfake content present multifaceted challenges that
research

require innovative solutions from the

community. By leveraging advanced machine
learning techniques, analyzing large-scale datasets,
and addressing ethical and legal considerations,
researchers can develop effective strategies for
combating the spread of Deepfake content. However,
ongoing vigilance and collaboration will be essential
to stay ahead of emerging threats and safeguard the

integrity of digital media.
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3. METHODOLOGY

a) Proposed Work:

The proposed work aims to develop and implement
the Deepfake Face Mask Detection (DFFMD)
system, which integrates cutting-edge deep learning
models and preprocessing techniques to enhance the
accuracy of deepfake detection, particularly in
scenarios involving face masks. The core of the
system is a novel architecture based on Inception-
ResNet-v2[41], augmented with preprocessing stages,
residual connections, and batch normalization. These
enhancements not only improve classification
accuracy but also enable more robust detection in the

presence of face masks.

Furthermore, the project extends the capabilities of
the system by incorporating an Xception model,
which further boosts detection accuracy to an
impressive 99.7%. This additional model strengthens
the overall robustness of the system, ensuring more
reliable identification of deepfake content across

diverse scenarios.

To facilitate user interaction, a user-friendly front end
is developed using Flask, featuring authentication
features to ensure secure access to the detection
functionality. This interface enables seamless
interaction with the system, allowing users to test its
capabilities efficiently and effectively. Overall, the

proposed work represents a comprehensive approach
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to enhancing deepfake detection accuracy and
usability, addressing critical challenges in the field of

digital forensics and cybersecurity.
b) System Architecture:

System Architecture

Brain MRI Dataset

“ 1 Model Building
- Training set

InceptionResnetV2 |
VGG19 | -e
| N -8

[ Sepion |

CERD

Deiection of -
[ Video (Fake o

T e

Fig 1 Proposed Architecture

The system architecture for deepfake detection
comprises several key steps. It begins with the input
dataset,

consisting of videos containing both

authentic and deepfake content. These videos
undergo image processing to extract frames and
enhance dataset quality. Subsequently, the dataset is
divided into training and testing sets for model
training and evaluation. Deep learning models are
then constructed and trained on the training dataset to
learn patterns indicative of deepfake content.
Following training, the models are tested on the
unseen testing dataset to assess their performance.
Performance evaluation metrics such as accuracy,
precision, recall, and F1-score are utilized to gauge
model effectiveness. Finally, the trained models are

deployed for real-time detection of deepfake content,
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enabling the identification and mitigation of
potentially harmful manipulated media. This
comprehensive  architecture  integrates  data
processing, model training, evaluation, and

deployment to facilitate accurate and efficient

deepfake detection.

c¢) Dataset:

The dataset utilized for training and testing the
deepfake detection models consists of approximately
2000 videos, evenly split between fake and real
content. Each category comprises 1000 videos,
providing a balanced representation for effective
model training. To ensure unbiased evaluation, the
dataset is partitioned into an 80% training set and a

20% testing set.

Prior to model training, the video dataset undergoes
preprocessing steps to prepare the input data.
Initially, each video is decomposed into individual
frames, facilitating frame-level analysis.
Subsequently, facial detection algorithms are applied
to identify and extract faces from each frame. The
resulting face images are cropped to retain only the
facial region of interest and resized to a standardized
resolution of 128 x 128 pixels. This preprocessing
ensures consistency and compatibility with the input
requirements of the selected detection models,
optimizing model performance and facilitating
efficient training and evaluation processes. Overall,

the dataset represents a diverse collection of authentic


http://www.pragatipublication.com/

International journal of basic and applied research

www.pragatipublication.com

ISSN 2249-3352 (P) 2278-0505 (E)

Cosmos Impact Factor-5.86

and manipulated videos, enabling comprehensive
assessment of the models' detection capabilities

across various scenarios and contexts.

BifmNAREeNE SR
MIARSEGREAE 2R
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CRET TN Y T Y
milemmilssoomomn
ol ilesonosman

Fig 2 Dataset
d) Image Processing:

Converting Video into Frames:The first step in
EDA involves converting each video in the dataset
into a sequence of individual frames. This process is
typically achieved using video processing libraries
such as OpenCV in Python. Each frame represents a
single snapshot of the video at a specific time
instance, allowing for frame-by-frame analysis of the

video content.

Image Reshaping:Once the videos are converted
into frames, the next step is to reshape the images to a
standardized size. Reshaping ensures uniformity in
image dimensions, which is essential for consistency
during subsequent analysis and model training.

Commonly used image resizing techniques include

Page | 556

Index in Cosmos

May 2024, Volume 14, ISSUE 2

UGC Approved Journal

scaling, cropping, or padding the images to achieve

the desired dimensions.

ImageAugmentation:Imageaugmentation techniques
are applied to introduce variability and diversity into
the dataset, thereby improving the robustness and
generalization ~ capability of the  models.
Augmentation techniques may include random
rotations, flips, shifts, zooms, or changes in
brightness and contrast. These variations help prevent
overfitting and enhance the model's ability to

recognize patterns in unseen data.

By performing these image processing steps as part
of EDA, researchers can gain insights into the
characteristics and distribution of the dataset, identify
potential challenges or anomalies, and preprocess the
data appropriately for subsequent model training and

evaluation.

e) Algorithms:

Inception ResNetV2: Inception ResNetV2 is a deep
convolutional neural network (CNN) architecture that
combines the Inception and ResNet modules. It is
known for its exceptional performance in image
classification tasks due to its ability to capture
intricate features at multiple scales. Inception
ResNetV2[41] incorporates residual connections and
batch normalization, which help alleviate the
vanishing gradient problem and improve training

efficiency. Its architecture consists of multiple layers
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of convolutional and pooling operations followed by

fully connected layers for classification.

c - tF kera: ‘asnet_v2.Incept iorReshetV2(include_top-False, weights-"inagenet’, Enput_shape-(128, 128,

x31 = Flatten()(dnc.output)
predictionss = Dense(2, a

predictionss)

model = Model (inputs = inc.
modal, sumary ()

CORVZd Lo T e TRATETTETTET i

comvaa[e][8]

ornalization[e] (0]

activation[e][8]

convad_1[e][a]

atch_nornalizstion_1(e][e]

activation_2(e](e]

+ patience-3)

S s0otbL-, 5125 . ocheLin(trein giay; valLdscion suepe-Lancomt.ges)
Fig 3 Inception ResNetV2

VGG19: VGG19 is a deep CNN architecture
composed of 19 layers, including convolutional and
pooling layers, followed by fully connected layers. It
is characterized by its simplicity and uniformity, with
small 3x3 convolutional filters and max-pooling
layers. VGG19[42] has shown strong performance in
image recognition tasks, making it a popular choice
for various computer vision applications, including
deepfake detection. Despite its simplicity, VGG19
exhibits remarkable feature extraction capabilities,
making it suitable for detecting subtle patterns

indicative of deepfake content.
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1nc = tf.keras. applications.vggl9.vGG19(include_top-False, welghts-inagenet’, input_shape-(128, 128, 3), pooling-"max')

x31 - Flatten()(1nc.output)
predictionss - Dense(2, activation-'softmax')(x31)

model - Model(inputs « inc.inputs, outputs - predictionss)
model . summary

Model: “model_1"

Output Shape Paran 7

ne, 128, 128, 3)] @

_conv1 (Convad, (None, 128, 128, 64) 792

blocki_conva (Convad (None, 128, 128, 64) 36928
block1_pool (MaxPooling20) (llone, 62, 64, 64, g
block2_convi (Convab) (lone, 64, 64, 128 73856

, [ y', f1_score, recall m, precisionn, s
58, steps_per_epoch-len(train_gen), validation_steps=len(v

Fig 4 VGG19

CNN (Convolutional Neural Network):CNNs are a
class of deep neural networks designed for processing
structured grid-like data, such as images. They
consist of multiple layers of convolutional and
pooling operations, followed by fully connected
layers for classification. [11,27] CNNs leverage
convolutional filters to extract hierarchical features
from input images, enabling them to learn spatial
hierarchies of features. CNNs have demonstrated
excellent performance in various image classification
tasks, including deepfake detection. By learning and
identifying discriminative features from input images,
CNNs can effectively distinguish between authentic

and manipulated content.

model = models. Sequential()

32, kernel_size-3, strides-1, padding-'same’, activation-'relu’, input_shape-[128, 128, 3])

(Comv20(#11t
noded. add (HaxPooling2
nodel. add(Comv2D(Fi 1t
model. add (HaxPooling2

4, kernel_size-3, strides-1, padding-"same’, sctivation-'relu’))

nodel.add(Flatten(})

early_stopping ¢
ode]. conpile(optintzi
history = model.fit(t

ping_callback = EarlyStopping(nonito patience-3)
1l » metrics=["accuracy’, f1_score, recall m, precision m, specifici
steps_per_epoch=len(train_gen), validation_steps=len(val_gen)

]
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Fig 5 CNN ones classified as positives. Thus, the formula to

calculate the precision is given by:
Xception : Xception is an of the Inception

architecture that replaces the standard convolutional Precision = True positives/ (True positives + False
layers with depthwise separable convolutions. This positives) = TP/(TP + FP)

modification aims to increase the model's efficiency

and reduce the number of parameters while True Positive

L _ _ _ Precision = — —
maintaining or improving performance. Xception's True Positive+False Positive

architecture allows for more efficient use of

computational resources, making it particularly

Precision Comparison

suitable for applications with limited computational

08

capacity. By extending the capabilities of the

Inception architecture, Xception enhances the 05

Precision

robustness and accuracy of deepfake detection
models, enabling more reliable identification of
02

manipulated content.

0o

¢ - tf.keras.applications. xception.Nception{include Top-False, welghts- lnsgenst’, input_shepe-(128, 128, 3), pooling-max')

VGG19
CNN
Xception

InceptionResnet V2

Fig 7 Precision Comparison Graph

Recall:Recall is a metric in machine learning that

measures the ability of a model to identify all

relevant instances of a particular class. It is the ratio

Fig 6 Xception of correctly predicted positive observations to the
total actual positives, providing insights into a
4. EXPERIMENTAL RESULTS model's completeness in capturing instances of a

given class.

Precision: Precision evaluates the fraction of

correctly classified instances or samples among the
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Fig 8 Recall Comparison Graph

VGG19
CNN
Xception

InceptionResnet V2

F1-Score:F1 score is a machine learning evaluation
metric that measures a model's accuracy. It combines
the precision and recall scores of a model. The
accuracy metric computes how many times a model

made a correct prediction across the entire dataset.

2
F1 Score =
1 1
(Pre‘:iSiOH + Recall)
F1 Score - 2 X Precision X Recall
Precision + Recall
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F1 Score Comparison
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VGG19
Xception
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Fig 9 F1 Score Comparison Graph

Accuracy: The accuracy of a test is its ability to
differentiate the patient and healthy cases correctly.
To estimate the accuracy of a test, we should
calculate the proportion of true positive and true
negative in all evaluated cases. Mathematically, this
can be stated as:

Accuracy = TP+ TN TP+ TN + FP + FN.

TP + TN
Accuracy =

TP + TN + FP + FN
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Fig 10 Accuracy Comparison Graph
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0.981019 0.981072 0.981072 0.981072

Fig 11 Performance Evaluation Table
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Fig 17 Upload Input Image
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Fig 18 Final Outcome
5. CONCLUSION

In conclusion, the project demonstrates the efficacy
of advanced deep learning architectures, including
InceptionResNetV2[41], VGG19[42], CNNJ11,27],
and the Xception extension, in detecting Deepfakes
with high accuracy. The incorporation of the
Xception model achieves exceptional performance,
showcasing an accuracy rate of 99.7% and affirming
its reliability in real-world scenarios. Additionally,

the integration of Flask with SQLite enhances user
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experience by providing a secure and intuitive web

interface for interaction with the detection system.

Furthermore, the project lays the groundwork for

by
experimentation to enhance detection accuracy,

future research proposing continued

recognizing the dynamic nature of Deepfake
technology. By effectively addressing the challenges
posed by Deepfakes, particularly amidst the COVID-
19 pandemic and face mask usage, the project
contributes significantly to advancing digital security
and mitigating the risks associated with the malicious
manipulation of synthetic media. This comprehensive
approach marks a towards

significant  step

safeguarding against the detrimental effects of

Deepfake proliferation in society.

6. FUTURE SCOPE

Future iterations of the project could expand the
dataset to encompass a broader range of deepfake
variants, including audio and multi-modal deepfakes,
to enhance training and detection capabilities
comprehensively. Optimizing the detection model for
real-time processing could enable swift identification
of deepfake content in live streams and video
conferences, bolstering digital security and trust in
online communication platforms. Continued research
and development efforts should focus on updating the
detection model to counter emerging threats
effectively. Integration with forensic tools could

enhance its utility for law enforcement and digital
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